Project Nightingale – The Case for Google
By Monica Tapavalu1
It is no secret that major tech companies are entering the healthcare space by collaborating with
healthcare providers to create new tools for patients, hospitals, and insurers.2 On November 11, 2019, the
Wall Street Journal first reported on the previously unknown Project Nightingale, a partnership between
tech giant Google and Ascension, the second largest healthcare provider in America.3 This partnership
focused on the collection and processing of approximately 50 million Ascension patient’s health
information.4 Patient data included personally identifiable demographics, lab results, doctor diagnoses, and
hospitalization records among other categories.5 Ascension permitted Google to use this data to create new
software that runs on advanced artificial intelligence (AI) to help make suggestions about a patient’s
diagnosis, prescriptions, and treatment.6 This internal infrastructure would also serve to make
recommendations for enforcement of a hospital’s narcotics policy.7 The Wall Street Journal article reported
on concerns from a whistleblower, who later published his/her own article in The Guardian.8 This individual
was particularly concerned with the manner in which the data was being collected and shared.9 Since the
announcement of this partnership, both Google10 and Ascension11 have released statements addressing
concerns from the whistleblower. Consequently, this partnership has highlighted two major points of
contention for the public: (1) is this type of data transfer, absent consent, legal under the Health Insurance
Portability and Accountability Act (HIPAA)? And (2) does society want major tech companies such as
Google accessing their health information?
Shortly after the Wall Street Journal’s reports, the U.S. Department of Health and Human Services
Office for Civil Rights announced that it would open a federal inquiry.12 Google and Ascension have
recently been questioned by members of the Senate13 and the House of Representatives regarding current
data privacy concerns.14 Google has stressed that this partnership “adheres to industry-wide regulations
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(including HIPAA) regarding patient data, and comes with strict guidance on data privacy, security and
usage.”15 Moreover, Google has highlighted that “[w]e have a Business Associate Agreement (BAA) with
Ascension, which governs access to protected health information for the purpose of helping providers
support patient care.”16 In fact, similar partnerships and BAA’s are not foreign to Google. In their statement,
Google points out their many partnerships with healthcare providers and health research entities for the
purpose of healthcare technology development, such as McKesson and The National Institute on Aging.17
Under HIPAA, healthcare providers are permitted to use patients’ health information for its own
healthcare operations, which includes “outcomes evaluation and development of clinical guidelines,
provided that the obtaining of generalizable knowledge is not the primary purpose of any studies resulting
from such activities,”18 as well as “population-based activities relating to improving health or reducing
health care costs.”19 The reality is that healthcare providers rely on a vast amount of business associates to
perform functions that involve the use or disclosure of protected health information.20 Business associates
are defined in HIPAA as parties that are subcontracted by healthcare providers to provide services and are
subject contractual obligations.21 A BAA must include limiting language that restricts the business
associate’s use and disclosure of patient information to carry out necessary functions and in a way that
resembles the method used if the information was being processed by the healthcare provider itself.22 These
agreements allow healthcare providers to tap into expertise and resources to which they do not otherwise
have access. Healthcare providers have the ability to limit the permissible use of the business associate and
control their access and disclosure of protected health information.
The concerns that Google’s use will be outside of the permitted scope is reasonable, but erroneous.
HIPAA prohibits business associates from using a patient’s information for their own purposes without
explicit patient consent.23 Fears that Google will be using this data for target marketing have been
extinguished as Google’s President, Tariq Shaukat, declared in Google’s public statement that they will not
be using the data for their own marketing purposes.24 The public’s skepticism is understandable; however,
it should not prohibit technology companies from accessing patient information to develop AI. Secure
healthcare data sharing is vital for developing higher-quality care, early medical intervention , medical
training and fraud detection.25 The more data the AI ingests, the more valuable insights it may potentially
uncover.26 AI, such as that developed by Google, is an important step to improve healthcare operations.
The method and scale this technology introduces allows healthcare providers the potential to evaluate
outcomes and develop recommendations on clinical practice improvements that would not otherwise be
achievable.
Apprehensions over Google’s and Ascension’s transparency of this partnership are mistaken, but
understandable. A recent study showed that this anxiety typically stems from not understanding enough
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about AI or how AI works, as well as concerns that the technology might not understand them.27 Moreover,
Americans have little confidence in the accountability of the organizations that hold their data.28 However,
it is common practice for healthcare providers not to notify patients or staff of each third party that is
involved in administering operational and treatment functions. There are far too many third parties
operating on various levels to explicitly collect consent for data use without additional burden. Furthermore,
maintaining a competitive advantage is why companies seek to prevent public disclosure of software
developments, 29 it is reasonable to deduce that this would extend to life-changing AI. The incentives for
confidentiality are much more advantageous for healthcare providers and patients in the long term.
Much of the backlash was also focused on why the information was not de-identified, and critics
are skeptical of how Google will use the identifiable information.30 Under HIPAA, a healthcare provider
may permit business associates to use the patient information to create potentially valuable de-identified
information.31 Although Google and Ascension have not specifically addressed why information was not
de-identified, we can suspect that necessary developments require that the information be identifiable. Even
before the announcement of this partnership, there had been increasing privacy concerns over Google’s
access to health data through its acquisition of Fitbit in 2019.32 Google is one of many (?) big tech
companies that are now expanding their reach into the healthcare industry through structured data and AI.33
Data is valuable and, by permitting the sharing of data, companies with time and resources are able to
revolutionize their services and products to make meaningful impact.
Precise data is required to properly train machine learning for accuracy. There is a legitimate reason
to train machines on identifiable data, such as for the maintenance of humans, compliance, safety purposes
and health planning. Large amounts of data are required for this. Medicine learning requires understanding
every patient individually and unique variables. When information is redacted or de-identified we cannot
learn about new correlations.34 Everything needs to be determined on a detailed, specific level. Furthermore,
we cannot predict what we need in the future. For every new hypothesis, if we were to revisit redacted
clinical data to evaluate why a particular outcome emerged, we will not have access to those variables if
they are always de-identified.35 Especially during this time of medical uncertainty amid the COVID-19
pandemic, having the potential to efficiently identify and prevent diseases, develop treatments and reduce
costs of health care can only improve a problematic situation. As unappealing as the reality may be, to
develop life saving devices and implement treatment, our best tools require as much information and
sources as possible. Countries and entities that fail to recognize this will be left behind.
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Conclusion
The primary purposes of HIPAA are to improve efficiency in the healthcare industry, prevent
healthcare fraud, and prohibit discrimination from medical insurance coverage.36 Regulations aimed at
protecting individuals from adverse action are imperative and should be of the utmost importance.
However, sharing information does not hinder these purposes, nor does it harm society. The focus should
not be on stifling data sharing, but on utilizing the wealth of information available to us to empower key
participants to further the advancement of health knowledge and care.
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